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for six municipalities with a high concentration of Roma people and complete technical
documentation for future EU investments in urbanising Roma settlements. The Action will
mmprove law enforcement agencies' performance and combat crime by international standards by
sharing best practices, enhancing institutional coordination, refining investigative methods,
upgrading forensic capacities, and improving the skills of anti-crime officers. The support will
focus on upgrading counter-terrorism capabilities and implementing innovative strategies to
address violent extremism and radicalisation within prisons. In addition, the Action aims to tackle
the growing risks of cyber-attacks and information theft. To keep up with current and future cyber
threats, the country will constantly improve its technical and operational capabilities to detect and
respond to cyber security incidents. In that respect, a national body with operational capacities for
cyber security will be established. This central operational-technical body will be responsible for
preventive and reactive measures during security incidents. The body will provide on-site support
for serious cyber security incidents, detect and evaluate incidents affecting government networks
and national ICT systems, and strengthen the strategic capacity of North Macedonia for a secure
cyber space.

The Action is aimed at implementing national and European strategic priorities foreseen under the
IPA III Programming Framework®, Window 1 Rule of Law, Fundamental Rights and Democracy
- Thematic Priority 3: Fight against organized crime / security and Thematic Priority 5:
Fundamental Rights.

1.3. Beneficiary of the Action
The Action shall be carried out in North Macedonia.
2. RATIONALE

2.1. Context
Gender-based and domestic violence

The EU Gender Equality Strategy 2020- 2025* and the EU Gender Action Plan (GAP)IIIPE,
provide the EU policy framework with actions for accelerating progress towards meeting
international commitments and make the gender equality and women rights priorities of all
external policies and actions. GAP calls for accelerating progress, focusing on the key thematic
areas of engagement, including fighting against gender-based violence and promoting the
economic, social and political empowerment of women and girls. In line with this, the EU Gender
Action Plan III: Country-Level Implementation Plan (CLIP) for North Macedonia®, provides a
roadmap for working with stakeholders at national, regional and multilateral levels in ensuring
gender equality and gender mainstreaming in the EU accession process, including the fight against
gender-based-violence. The action will contribute to the realisation of the EU Gender Action Plan
2021-2025 GAP III, in particular to its thematic area of engagement - Ensuring freedom from all
forms of gender-based violence.

3 Commission fmplementing Decision C2021)8914 of 10December 2021 on the Instrument for Pre-ccession Assistance (1P 111) Programming
Frameveork for the period 2021-2027,
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formal employment. Consequently, many Roma live in substandard conditions, lacking access to
necessities like sanitation, safe drinking water, and public transportation.

The Constitution of North Macedonia guarantees non-discrimination and equality before the law,
and the Ohrid Framework Agreement ensures adequate and equal representation of communities.
The Law on Prevention and Protection against Discrimination defines different types and
establishes the Commission for the Prevention and Protection against Discrimination. The new
Strategy for the Inclusion of Roma 2022-2030 focuses on areas like employment, housing,
education, health, culture, and poverty reduction. Implementing the previous strategy 2014-2020
and corresponding action plans still need to be completed.

In 2020, many Roma children could not attend primary or secondary school due to a lack of
electronic devices or internet access for online classes. Only 1.16% of new enrolees were Roma
children and dropout rates for primary and secondary education were estimated at 6% and 4%,
respectively. There is no system or baseline data for reintegrating children who have not enrolled
or left school early. While Roma education mediators are included in the Law on Primary
Education, they still need to be considered for secondary education. Additionally, segregation in
schools remains a significant issue. The percentage of Roma that have not completed primary
education is significantly higher than the national average (e.g., in Bitola Municipality, 20% of
such cases are among the Roma community).

Discrimination against Roma in health care is still widespread and goes largely unreported.
Although there are no disintegrated data in the health statistics by ethnicity, the reports of UNDP
2011, UNDP 2017, AECOM 2018, and ESE 2019 show that the health status of the Roma
community is significantly worse than other ethnic communities. Roma are at a disadvantage
compared to non-Roma and have a considerably shorter life expectancy (ranging from 10 to 20
years), higher infant mortality rates by 25% compared to others and a higher incidence of chronic
diseases.

According to the Social Mapping report in 2018, the employment rate of Roma is 23%, almost
twice lower than the national average, while the unemployment rate of Roma is at a record high
of 67%. The number of unemployed Roma is continuously increasing; 13,703 were registered as
unemployed in 2020, compared with 9,239 in 2019. The number of Roma benefiting from active
measures for employment is increasing (431 in 2021 against 86 in 2020).

Crime and terrorism

North Macedonia has implemented crucial legal frameworks to combat organised crime and
terrorism, including the 2016 Criminal Code amendments and more than 30 laws that align with
European standards. These laws criminalise trafficking in human beings, online child
pornography, computer crime, and drug trafficking. Additionally, the Government has adopted
multiple national strategies, including the National Strategy for the Prevention of Money
Laundering and Financing Terrorism 2021-2024, the National Strategy for Capacity Building for
Financial Investigations and Property Confiscation 2021-2023, and the National Strategy for
Combatting Trafficking in Human Beings and Illegal Migration 2021-2025. The country also has
specific strategies for countering terrorism and violent extremism, with related action plans. In
June 2020, a National Plan for reintegration, resocialisation, and rehabilitation of foreign fighters
returnees and their families (women and children) was adopted to prioritise the prevention of
violent extremism and radicalisation.

The completion of the national strategies, the Strategy for the Prevention of Violent Extremism
and the Strategy for the Fight against Terrorism for 2023-2027, including their corresponding
action plans, is underway. These strategies align with the global systems of the United Nations
and the European Union and prioritise four pillars; prevention, protection,
prosecution/enforcement, and response. Numerous stakeholders will be involved in implementing
these strategies, such as ministries, state institutions, international organisations, civil society,
religious communities, local self-government, and the private sector.
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the importance and various dimensions of cybersecurity, as well as evaluate countries' Information
and Communication Technology (ICT) resilience and reliability. The index identified legal and
cooperative measures as strengths for the country, while technical measures were highlighted as
an area for potential growth'3.

North Macedonia is a member of the Budapest Convention on Cybercrime and has actively
participated in Europol's Analysis Projects on environmental crime and cybercrime. The country
is engaged in various forms of cooperation with Europol, including cybercrime, migrant
smuggling, and counterterrorism. While North Macedonia lacks a comprehensive cybersecurity
law, it has relevant legislation in place, including the Law on Interception of Communication, Law
on Electronic Communications, Law on e-Commerce, Law on Electronic Management and
Electronic Services, Law on Data in Electronic Form and Electronic Signature, Law on Personal
Data Protection, Law on the Security of Network and Information Systems, and Law on Free
Access to Public Information.

North Macedonia is benefitting from the activities of the Western Balkans Cyber Capacity Centre
(WB3C) in Podgorica, established upon the France/Slovenia initiative. It is a training center in the
fields of cyber crime, cyber security and cyber diplomacy, providing in-service trainings for
specialised agents, training for trainers in the specialised training schools, meetings of professional
for exchanges of good practices, initiates or facilitates cooperation between administrative,
technical and educational institutions of the Western Balkan countries.

North Macedonia is also participating in the regional IPA-funded project on cybercrime,
CyberSEE — Co-operation on Cybercrime: Enhanced action on cybercrime and electronic
evidence in South-East Europe and Tiirkiye implemented by the Council of Europe, that focuses
on increasing the capacities of criminal justice authorities to fight cybercrime, including online
child sexual exploitation and abuse, and to access digital evidence. CyberSEL is complementary
to the proposed Action, and builds on previous projects iIPROCEEDS that targeted crime proceeds
on the internet and focused on strengthening the capacity of authorities in the IPA region to search,
seize and confiscate cybercrime proceeds and prevent money laundering on the Internet.

North Macedonia is also currently benefitting from EU support to bolster its cyber-resillience in
the framework of the EU funded project “Cybersecurity Rapid Response for Albania, Montenegro
and North Macedonia”, designed to improve the capacities of cybersecurity governance structures,
to put in place normative frameworks and to increase operational capacities in cyber incidents
management.

North Macedonia has set out five key objectives in its Cybersecurity Strategy and Action Plan for
2018-2022. These objectives include building cyber resilience, strengthening capacities and
culture, combating cybercrime, improving cyber defence, and promoting cooperation and
information exchange. While the Strategy aligns with the EU and NATO cybersecurity strategies,
it requires more essential elements such as legislation, competent authorities, cooperation
frameworks, and Critical Information Infrastructures (Clls). Additionally, more performance
indicators are needed to evaluate the strategy's effectiveness. The National Cybersecurity Council
and Operational Implementation Body are not yet fully established. The Ministry of Information
Society and Administration (MISA) has formed a working group mvolving various ministries and
agencies representatives to develop a new National Cybersecurity Strategy to address these gaps.

The national cyber security strategy is in its final phase and it 1s expected that by the end of 2023
it will be fully completed together with the action plans of the concerned institutions that
participated in its creation.

The National Strategy for Cyber Security 2023-2027 is a strategic document whose purpose is,
through a whole range of activities and measures, to ensure a safe, resilient and reliable digital
environment, which makes North Macedonia a safe place for online activity and work, with
advanced human and technical capacities.
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and collaborates on a complementary cybercrime strategy that aligns with the needs and objectives
of law enforcement.

The Ministry of Defence and the Military Academy are critical players in North Macedonia's
cybersecurity strategy, responsible for training and education. The National Strategy Action Plan
aims to strengthen cooperation with NATO and the EU in dealing with hybrid threats, with the
Ministry of Defence taking the lead. However, the country needs formal cybersecurity cooperation
with the private sector and civil society, relying on ad hoc and informal consultations.
Cybersecurity 1s essential to digital transformation and requires a comprehensive whole-ot-
Government approach to address critical infrastructure, digital skills, e-government services, and
personal data protection.

The proposed Action will address the findings and recommendations of the European
Commission’s 2023 Report on North Macedonia'® in Chapter 23: Judiciary and Fundamental
Rights, Chapter 19: Social Policy and Employment, and Chapter 24: Justice, Freedom and
Security.

This Action is designed to contribute to the achievement of the objectives of the IPA 1II
Programming Framework, thematic priority 5: Fundamental rights and thematic priority 3:
Fight against organised crime/security, within Window 1: Rule of law, fundamental rights,
and democracy, related to ensuring gender equality, combating all forms of sexual and gender-
based; domestic violence and discrimination; and fight against organised crime, and dismantle
criminal networks, including drug trafficking and trafficking in human beings, cybersecurity, cyber
resilience and fight against cybercrime and financial crime. The Action will contribute to achieving
objective 5.2 of the IPA III Strategic Response 2021-2027, which aims to fight discrimination
and protect children and women, people with disabilities, LGBTI and minorities; and objective 3.2
focus on the modernisation of the operational tools for combating organised crime.

The Action aims to contribute to the objectives outlined in the Joint Action Plan on
Counterterrorism for the Western Balkans. It focuses on establishing a robust framework for
countering terrorism and preventing violent extremism, promoting effective information exchange
and cooperation, combating money laundering and terrorism financing, and strengthening the
protection of citizens and infrastructure. The Action also aligns with agreements between North
Macedonia, EUROPOL, and EUROJUST, facilitating cooperation in combating international
crime. Furthermore, it supports the Southeast Europe 2020 Strategy by promoting cross-border
collaboration among border security agencies to fight corruption, trafficking, transnational crime,
and terrorism. Overall, the Action plays a crucial role in enhancing regional security and
addressing the challenges in the Western Balkans.

The proposed Action will significantly contribute to achieving the objectives of the Western
Balkans’ Economic and Investment Plan'® (EIP). According to the EIP, the Rule of law, respect
for human rights, and the effective functioning of democratic institutions and public administration
are central to the accession process and are the main engines for the region's economic recovery.
In addition, the Action aligns with the EIP’s recommendation to foster cooperation among regional
partners and with the EU to address specific security challenges, including countering terrorism,
extremism, money laundering, etc. Furthermore, the Action i1s consistent with the EIP's focus on
enhancing cybersecurity capacity and combating cybercrime in the digital sector, particularly for
surveillance purposes. This aligns with the EIP's recommendations to bolster cybersecurity
measures and tackle cyber threats effectively. The interventions under this Action have been
selected based on their relevance and contribution to the implementation of national sector
strategies and their link to the accession negotiations:
e Strategy for Gender Equality 2022-2027 and its Action Plan 2022-2024 aims at
accomplishing gender equality in a society in which women and men, girls and boys have
equal rights, access to resources, opportunities, and protection in all spheres of life, as a
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A Detailed Urban Plan (DUP) is essential for achieving the legalisation process and meeting the
housing standards. However, over the past 25 years, municipalities have failed to secure
appropriate funding for the urbanisation and integration of Roma settlements into the general and
detailed urban planning process. This has exacerbated legalisation-related problems, resulting in
the exclusion of many Roma settlements from the legalisation process. The delay in implementing
measures to prepare urban plans exacerbates the housing crisis for the Roma community.
Consequently, the (re)construction of basic infrastructure such as water supply, sewerage networks,
and electricity connections is not legally possible, leading to substandard living conditions. To
address this issue, the EU provides financial support for creating new detailed urban plans and
legalising several municipality dwellings, including Vinica, Suto Orizari, Bitola, Prilep, Stip,
Delchevo, Kichevo, and Veles.

The proposed Action aims to support the preparation of urban-spatial plans in six municipalities
with a significant concentration of Roma people, based on feasibility studies conducted in 2022 by
the Regional Cooperation Council (RCC). The aim is to enable the construction and improvement
of urban infrastructure, including social housing, by legalising Roma settlements by creating
detailed urban plans. The Action will produce technical documentation for future EU investments
in urbanising Roma settlements and facilitate partnerships between the MLSP and Local Self-
Government Units (LSGUs) to amend municipal General Urban Plans (GUPs) and Detailed Urban
Plans (DUPs).

Crime and terrorism

North Macedonia is dedicating significant efforts and resources to combat organised crime, which
threatens the security of its citizens, economic development, the rule of law, and democracy. The
country has achieved notable progress in investigating, prosecuting, and convicting organised
crime and terrorism cases. Furthermore, North Macedonia has demonstrated its commitment to
information sharing with relevant institutions, including Europol. Additionally, local mechanisms
to prevent and counter violent extremism are in place. However, despite these improvements, there
remains a need for continuous updates to police actions and investigative techniques due to the
dynamic and increasingly interconnected nature of organised crime.

Addressing organised crime requires a robust strategic vision, political will and consensus, regional
cooperation, and substantial state investments. Such crime is often hidden within legal structures,
making it flexible and difficult to detect. Successful investigations demand extensive training,
perseverance, and the utilisation of specialised techniques, including digital forensic and access to
data and digital evidence, interviews, informants, searches, surveillance, and other investigative
methods, to accurately determine the nature and scope of criminal enterprises. Moreover, it is
crucial to conduct parallel financial investigations in a systematic way to go after criminal assets,
as well as scope investigations to dismantling organised crime networks. North Macedonia will
work towards fulfilling the recommendations given in the Final Report from the Peer Review
Mission on Countering organised crime and corruption conducted in June 2022.

Conventional policing primarily reacts to crimes after they occur and are reported. However,
combating organised crime necessitates proactive approaches based on criminal intelligence
analysis. Organised criminal groups frequently commit unreported crimes, requiring scrutiny of
financial records, interviews with informants and citizens, and surveillance activities to determine
whether an illegal activity has occurred. The proactive approach comprises gathering intelligence
followed by a criminal investigation, wherein information is evaluated, analysed, and used to
support informed decision-making. Some jurisdictions assign intelligence gathering and analysis
to law enforcement agencies. In contrast. others employ trained analysts who assess financial and
business records, conduct background checks on individuals, analyse reports from police
surveillance, use special investigative techniques, and gather related information. The
investigation phase determines whether the gathered intelligence and analysis can establish a
connection to the criminal activities of groups or networks.
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